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1) Introduction

High speed Power Line Communication (hereinafter “HS-
PLC", and elsewhere PLT or BPL) laysclaim to asubstantially
higher allowance for radio interference emission than is
permitted for other products, and many papers have been written
pointing out theinevitability of seriousinterferenceto existing
radio services in the High Freguency (“HF") spectrum should
HS-PLC be widely deployed. We emphasise “High speed”
because low speed PLC in the band below 150KHz poses no
such problems. The HF band, covering 3 to 30MHz, is fully
used by an overlapping mixture of broadcast transmissions and
point-to-point services on land, sea and air. The band offers
the special feature of ionospheric reflection that allows very
long-di stance transmission and reception with simple apparatus.
Use of this spectrum becomes a matter for international
regulation with strong implications for human rights.

The inevitability of interference can be proved beyond doubt
by academic analysis, but demonstration of the problem is by
definition difficult until the deployment of HS-PLC reaches
such ascalethat it istoo late to take remedial action. The only
direct proof of the cumulative interference phenomenon known
to the present author is an anecdotal report that the frequencies
used by analogue cordless phones in the 1990’s were then
clearly recognisable on a marine HF receiver in the North Sea
asaseries of noise bands of such strength aswould hamper use
of those frequencies.

The UK’s official position on environmental effects of PLC
was set out in asubmission by thethen DTI to an EC workshop
[ref.1] as “ Many independent studies have been completed,
but in the absence of validation, the application of any
mathematical model will always be subject to debate, and no
firm conclusions are possible on the likely impact of mass
deployment of PLC on radio services’

In the present paper we will briefly review the relevant
fundamentals of radio communication. We will discuss some
of the “many independent studies’ in the light of the present
situation, adding one new insight into the accumul ation process
that suggestsa small but not crucial adjustment to some earlier
predictions.

In the light of the present situation in the market place we will
assess how long it will be before the belated validation sought
by the DTI ( now BIS) will occur.

Note that this paper does not discuss the issues of close-up
interference from a single HS-PLC installation, or of the
weaknessesin the problem-reporting process, or of therelation
between problem reports and problem size. These are well
covered by Williams and Marshall in refs. 2 and 3.

Almost al thework discussed bel ow refersto frequenciesbel ow
30MHz. There are now proposals to extend PLC to higher
frequencies, where, as may be seen from figure 2, the existing
background noise levels are even lower.

2) Theoretical background

Radio signalsalwaystravel from atransmitter to areceiver via
a transmitting antenna, an intervening path and a receiving
antenna. These three sections may be intentional or
unintentional, complex or simple, but the properties of each
may be calculated according to the laws of physics as
determined a hundred years ago. Very complex cases may be
more easily explored experimentally with little risk thanks to
this sound theoretical background. The whole process of
propagation prediction has been routine since the 1930's.

Briefly, the antennas at each end of the path have directional
characteristics and resistive losses that determine their “gain”
in any specific direction. In the case of mains power wiring,
and over the frequency range 3 to 30MHz used today for PLC,
thereissomeagreement [Refs. 4, 5, 12, 25] that the transmission
“gain” isactually a“loss’ of about 20dB —that ismainswiring
radiates about one-hundredth of the differential-mode radio-
frequency power that is presented to it and the directional
characteristics are on average largely independent of direction.

Propagation may be direct from transmitter to receiver by the
so-called “ spacewave’. Inthiscase, if the path isunobstructed
(eg. to an aircraft) — then the received power is precisely
calculable: It falls as the inverse square of the distance. (To
avoid confusion note now that the received voltage fals in
inverse proportion to the distance, since the power is
proportional to the voltage squared.) The basic inverse square
law may alternatively be stated as 20dB fall for a ten-fold
increasein distance, and istranslated for EM C Standards work
to the approximate equivalent of 10dB fall for every trebling
of distance.

This rate of fall in the absence of any obstruction is shown by
the black dashed line in figure 1, which shows the signal
strength from a source of 100 mW effective radiated power
over distances of 1 to 1,000km. The blue and orange linesin
each chart show the more rapid attenuation of “ground wave”
signals at 3 and 30MHz respectively when propagated across
the English countryside. Thischartisbased on1TU-R P368-9,
but with the transmitter power and field strength voltage scaled
down to represent a background noise situation rather than an
intended transmission.

For short distances buildings create even greater rates of fall-

off; for an analysis of this and some examples of the pitfalls
encountered in such calculations see Stott’s paper [ref. 4]
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Figurel Thesignal strength of a 100mW sour ce compar ed
with the noise background. Thered background correspondsto
a“business’ environment, the orangeto “residential”, the
green to “Rural” and the blueto “quiet rural” at 10MHz

Infigurelthelower background is shaded to show the existing
noise levels at 10MHz. Red = business areas, orange =
residential, green = rural, blue = quiet rural. Useful signals
must be abovetherelevant noiselevel, whether it isthe existing
one denoted by the coloured background or the enhanced one
due to reception of the distant interference source asidentified
by the blue or orange lines. The shaded areas are based on
data from ITU-R P372-9. Their edges are only approximate
since these levels actually vary slightly with frequency as may
be seen from the plot of figure 2 that showsthe ITU data after
tranglation into field strength units. Some people believe that
levelshaverisen since this datawas compiled, but ref. 27, annex
O, slide 6 (page 246) shows four professional plots of
measurementsin aUK residentia areathat are about 5dB below
the ITU data. The orange triangles in figure 2 show another
set of recent measurementsin asuburban UK location that also
suggest that UK levels are well below the ITU figures.
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Figure2 Man-made noise levelsin various environments. This
dataisderived from I TU R372-9 figures for median external
noise figure, assuming use of a half-wave dipole and 9kHz
bandwidth. Note that above 10MHz galactic noise is some 5dB
above the man-made “ Quiet rural” level shown here.

Sky wave propagation involves one or more reflections from
the ionosphere, which is a conducting layer of the upper
atmosphere whose characteristics have been well researched
since early measurementsin 1924. [ref. 6]. Figure 3 showsa
section through the earth and the curved conducting layers of
theionosphereaboveit. Thetransmitter isshown near thelower
left-hand corner. The*“ground wave” isa so shown hugging the
earth’s surface. Thisis a matter of diagrammatic convenience
since asalready mentioned thereisa" spacewave” propagating
high into the atmosphere that may be received by aircraft.
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Figure 3 The geometry of radio wave propagation (not to scale)

lonospheric reflection can be very low-loss, and isresponsible
for the enormous importance of the 3 to 30MHz “HF” radio
frequency band for long-distance communication. Multiple
reflections between ionosphere and earth, and continuous
curving of radio waves around the planet within ionospheric
“ducts’ are also possible. With quite limited resources, it is
possible under good conditionsto send radio signal sthreetimes
around the world before the signal sinks irretrievably below
the noise floor. However, these ionospheric effects change
according to the position of the sun and sunspot activity and
suffer agood deal of statistical uncertainty.

For aradio transmission to be useful it hasto be strong enough
to overcome the noise and interference level existing at the
receiving location. The required signal to noise ratio depends
upon the modulation method. The ITU has recommendations
for thistoo. In summary, the service area of an HF amplitude-
modulated broadcast transmitter is defined in ITU-R BS.560-
4 asthat area of the globe in which the transmitter provides at
least a 34dB margin of signal above the local noise level as
plotted aboveinfigure2. Below we notethat if thelocal noise
level is increased, for example by additional man-made
interference, then a larger transmitter power is required to
maintain the intelligibility and reliability required for service
area status.

3) Broadcaster victim; planet victim

A piecemeal erosion of the service area of broadcast and point-
to-point HF radio isinevitable if HS-PLC spreads; it isonly a
matter of how much and how long it will take. Viewed locally
this is the problem that has caused most anxiety, and it is
exhaustively set out elsewhere.

However, thereisacumulative effect of local interference that
has not received much attention. Ref. 7, prepared by Radio
Netherlands World-wide, examined the effect of PLC
installationsnear to thelistenersto aDutch broadcast transmitter
beaming 500kW at 9.7MHz ESE across Europe and the Middle
East. Today such a transmitter would service by a single
ionospheric reflection an area covering Eastern Germany,
Poland, Lithuania, European Russia, Kazakhstan, Iran, Saudi
Arabia, Egypt, Libya and Sardinia. With two ionospheric
reflectionsit would serve the Yemen and Oman. However, the
widespread deployment of PLC in these countries that met the
then-proposed NB30 limits (which aretighter than those current
today) would limit the service areato Slovakia, Hungary, and
parts of their immediate neighbours. To restore the original
serviceareathetransmitter power output would haveto increase
to 78 Megawatts! The well-argued calculations assume the



use of domestic short wave radios with telescopic aerials only
one metre from the nearest mains cable carrying PLC — but
that is how it would be.

The economic consequences to broadcasters of a gradual
increasein HS-PL C usage may be scoped asfollows. A recent
analysis [ref. 8] estimates that the worldwide average daily
transmitted broadcast radio power in the HF band amounts to
2,666MWh. Suppose that HS-PLC deployment grows only
slowly taking the world as a whole, so that the average
background noiserisesby 0.5dB per annum. Thiswould equate
to a12% annual interference power increase. To maintain the
signal to noiseratioin their service area(and their commercial/
political viahility) the short wave broadcasters would have to
invest in more powerful transmitters to match the growth of
interference. Assuming that these additions are of 85%
efficiency their power consumption would increase by 2666 x
365x0.012/.85=137,300 MWh/annum. Each year thiswould
requiretheinstallation of afurther electrical generation resource
equivalent to some 30,000 wind turbines!

What evidence is there that this assumption of 0.5dB/annum
worldwide increase of background noise is reasonable? Early
estimates were based on access PLC. Fortunately this has
proved economically unattractive, though present interest on
“Smart Metering” may offer areplacement mass market. Recent
developments have been of in-home systems, for which there
isno shortage of buoyant marketing claims. Inthe UK, the BT
Vision service hasinstalled large numbers of in-home systems
and has plansto grow its field population 7 fold [ref. 28].
Thisproject isdiscussed later under the heading “ Today’ sworst
case spelt out”.

4) Themainsasan antenna

An early measurement of the antenna gain of an in-house
network [ref. 25] made measurements of the horizontally
polarised field from a two-storey house whose wiring was
energised in common-mode against ground. The results were;

MHz 3.6 7.05 10.1 14.1
dBloss | 26 11 21 19

The 50 ohm source was not matched to the house wiring — but
the minimal 11 dB loss figure at 7.05MHz suggests that
matching was good at that frequency. If we add 6dB to these
numbersto correct for the common-mode energisation then the
result is a good match to more recent differential mode
measurements.

Direct measurements of the sky wave antenna gain of mains
networks (both access and in-house) have been conducted in
Switzerland [ref. 5]. The measurement method used the mains
wiring as areceiving antennaand compared thereceived signal
from remote broadcast transmitters with that obtained from a
reference antenna near to the PLC installation. A sufficient
number of transmitters were monitored to allow the
determination of the average gain and the polar diagram in
elevation across the relevant range of frequencies. A sample
of thiswork is reproduced in figure 4. The plotted points are
the averages of 66 measurements. Thetrend lineisthat deduced
by the present author. Thefigure shows somewhat lower “gain”
than has been assumed elsewhere, but it is of course
representative of Swisswiring practice and thewiring wasgiven

a balanced 50 ohm termination rather than 100 ohms as has
been assumed in some other work. This might have given up
to 4dB extra attenuation.
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Figure4 Average sky wave antenna “gain” for indoor sockets.
Data from ref.5. courtesy H Widmer, ASCOM Switzerland;
trend line by present author.

The differential-mode impedance of mains wiring varies, and
with it varies the power transfer from HF-PLC modem to that
wiring. Thisvariableisgeneraly absorbedintothe” antennagain”.

Theconversion of differential-mode power into common-mode
power that can be radiated has been the subject of bitter debate
for the last 15 years since it is a vital part of the arguments
about the effect of PLC on nearby radio reception. In that
context a part of the argument relates to whether the worst-
case or the average conversion factor is relevant. However,
for the long-distance effects discussed here there can be no
dispute: We are concerned with the rms average factor. It
must be said that the UK’ s* protective multiple earthing” power
distribution system adds an extra degree of unbalance and so
must lead to a greater degree of radiation than most other
configurations. However, no measurements of this have ever
been published.

All authorshave absorbed thesevariablesinto the“ antennagain”.

The “antenna gain” measurements discussed above appear to
bethe only credible published sourcesof data. The considerably
reduced gain observed in figure 4 and inref. 25 and ref. 5 at
lower frequencies has important implications and further
verification is needed.

The German NB30 specification sensibly transferred
responsibility for determining antennagain onto the PLC system
owner by specifying not the culprit launch power but instead
the resultant magnetic field strength at 3 metres distance from
the installation. However such a specification does lead to
regulatory difficulty when the PLC modem and the cable
network are in different ownership —and 3 metresistoo close
to allow meaningful measurement.

5) Prior work and its contemporary relevance

Here we concentrate on the likely magnitude of the cumulative
effects of very large numbers of PLC installations at a
considerable distance from a victim radio receiver. Severd
studies have been published over the last twelve years — but
they have all had to “shoot at a moving target” by making
assumptions about the scale of a future emission threat. This
target wasinitially “access’ PLC. Today itis“Inhouse” PLC.
Soon the target may have to encompass “ Smart Metering” and
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wireless power transfer.

The principal source of complaints about “In house” PLC
emission in the UK today is the BTVision product. The
technical characteristics and field population of this are set out
and analysed in “ Today’sworst Case” |ater in this paper. First,
we will use these present-day figures as a part of the following
review of earlier studies to scale their conclusions to the
emission level in the UK today.

Exclusion zones and aircraft communications

Thevictim status of receiver userswas analysed in apioneering
contribution [ref. 4] to the work of a group meeting under the
aegis of the UK’s Radiocommunications Agency. In this Stott
analysed the requirements for the protection of “sensitive
receiving sites’. (These might include commercial, marine,
aviation, diplomatic, security, and radio astronomy installations.
Today the “LOFAR” and “Square Kilometer Array” radio
astronomy projects would be prime examples.) Stott’s
calculations were intended to define the necessary size of an
exclusion zone around such a site assuming a uniform
distribution of PLT sources across the entire region beyond
that zone. Stott analysed the effect of ground wave and sky
wave propagation, and introduced the concept of “effective
radiated power per square kilometer”. The paper set out a
method for computing the effects of sky-wave propagation from
distant rings of uniformly distributed interferers, noting that
interference from such sources* may not alwaysbe negligible’.
He based his conclusion on access PLC, with 3.5 installations/
km2 across large conurbations, each installation generating a
differential-mode power of 500uW in 10KHz bandwidth, and
subject to awiring antennapower gain of x 0.01. Thesefigures
correspond to 101 dBuV rms conducted emission per wire and
—20dB antenna gain. He calculated that this would equate to
an effective isotropic radiated power (EIRP) of 17.5uW per
km2 and provided atable of exclusion distances that would be
required to protect a sensitive site from ground wave
interferencefrom such aPL C scenario. It wasnoted that nothing
could protect such sites from distant interference coupled via
sky wave.

Whilstitisconceivablethat “ sensitive sites” might be protected
from access PL C whose deployment wasin thehands of asingle
entity such asan electricity supplier, it would be both politically
and legally very difficult to exclude consumer el ectronic devices
such asindoor PL C as deployed today from any specific zone.

Aircraft communications were identified as being at particular
risk of interference from PLC. The received noise would be
largely independent of aircraft height, since the higher the
aircraft the more PLC systems would be in view. The paper
concluded that a noise field strength of the order of 40 to
43dbpV/m might be expected with the assumed source power
density. Thisisabout the same level aswould be expected for
an active, reliable communications signal and so suggested a
significant threat that needed further consideration. A later
paper by Stott [ref. 14] generalised the mathematics of his
earlier note and covered a wider variety of cases — including
interference to aircraft from a non-isotropic ground source.
There was no change to the basic conclusions.

In comparable termsto Stott’s work the most recent figures of
EIRPinthe UK may be estimated by applying alittlearithmetic
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to the figures in ref. 3, where it was noted that there were
300,000ingtallationsof BTVisioninthe UK. Since7.51 million
of the UK’s 60 million population live in greater London, we
can estimate that there were 300,000 x 7.51/60 = 37,550
BTVision installations there. The land area is 1,579km?, so
there were about 37,550/1,579 = 24 installations per square
kilometer. Given the recent clarification of the 4uW average
conducted power delivered by a BTVision modem, the
conducted power must be 4 x 24 = 96uW/km2. The radiated
power will be less by the antenna gain; taking Stott’s figure of
—20dB, that isone-hundredth in power terms, the radiated power
density for Greater London was 0.96uW/km2. So Greater
London’s PL C interference emission in March 2009 was about
one-twentieth (0.96/17.5) of the basisfigure cal cul ated by Stott
ten years earlier. In decibel notation it was 12.5dB less.

Stott’s reasoning regarding interference to aircraft
communications can be scaled in the same way, changing his
field strength estimate from 43 to 30.5dBuV. This figure is
still well above the ITU “business’” noise field as reproduced
in our figure 2 above, and strongly suggests that HF-PLC is
already reducing the safety margin of HF aeronautical
communication. Recently the work gathered into the annexes
of ref. 18 has confirmed the reality of thisthreat. ThisITU-R
Study Group report is a very comprehensive document.
Although the main report provides no summary and minimal
conclusions there are 128 pages of annexes detailing
measurements of excessive emissionsfrom PLT systemsworld
wide. For example Annex 2.6 describes measurements in
Germany of the noiselevel recorded in an aircraft (presumably
over an area without existing PLC deployment). Using the
known characteristics of areference PLT installation replicated
across the ground at a density of 250 culprits/kmz, this annex
calculates the degree of reduction of PLT transmission level
that would be needed to reduce the risk to safety-critical
aeronautical radio to an acceptablelevel. Itisconcluded that a
50dB reduction is required, and that with today’s technology
“ Compatibility is not given even when using power
management and dynamic notching” .

Ground wave and sky wave

Thework of York University [refs 10 & 11] covered HF-PLC
and the telephone-line technologies ADSL and VDSL. The
following comments relate only to PLC. At the time it was
written PL C was seeking to use spectrum “ chimneys’ from 2.2
to 3.5 and from 4.2 to 5.8MHz. The proposed power within
thesebandswasvery high: The authorsassumed 100% adoption
of access PL C and hence cal cul ated aconducted power density
of 3.57mW/km2 - about 37 times (+15.7dB) the power density
actually reached in greater London by 20009.

Thediscussion of ground wave effectsis based on Stott’s paper
that we havejust discussed. [ref 4]. TheYork paper takes Stott’s
figure of 14.2 dBuV/m in 10KHz for the field strength at the
centre of a 10km radius exclusion zone and uses this as
representative of ground-wave effectsin the more general case.
One could criticise this selection of data on the grounds that a
major conurbation is of well over 10km diameter and rarely
has sharp edges. It would have been better to quote Stott’s
figure of 3.25 dBuV/mfor a30km zone and then further correct
it downwards for a situation where the culprit area did not
completely surround the victim.



Sky wave effects were analysed by assuming a uniform
distribution of access PL C systemswithin each of the 15 major
conurbations of the UK together with the Ruhr treated as a
single entity. No account was taken of other overseas
contributions. The PLC antenna radiation pattern is derived
from a street model, but the antenna efficiency is assumed to
be —15dB after reference to Stott’s earlier work. The received
powerswere summed and it was concluded that the result woul d
be a more-or-less uniform interference field across the UK of
some 7.5dBuV/m. Interestingly, the contribution of the Ruhr
to thisfigure was greater than that of London. From ref. 5we
can now judgethat this estimate of antenna efficiency was about
7dB too high. Since the source power assumption was 15dB
abovethat actually reached in 2009, thiswork allows an updated
prediction of 7.5 - 15 —7 = -14.5dBuV/m for the UK in 20009.
Itisclear from our figure 2 that such alevel would be difficult
to detect — but the task will get easier year by year.

The York paper noted that the sky wave field would be about
7dB lower than the ground-wave field at 10km from “ Greater
London”. We have already cast doubt upon this ground wave
figure and so are equally unhappy with the author’s conclusion
that “ Ground wave propagation is the mechanism that islikely
to lead to the largest increases in the established noise floor”.
Stott’s statement “When there can be nearby interferers ...
ground-wave propagation provides the dominant part of the
received interference” is much better since it allows the
important conclusion that for rural and sensitive sites sky wave
interference will certainly establish an inescapable man-made
noise floor.

Skywave Sudies

A study at the University of Karlsruhe[ref. 12] concluded that
there would be no cumulative problem if all the PLC sources
met the requirements of NB30. However, today’s PLC systems
do not meet the requirements of NB30. The authors noted that
their conclusion differed from that of the York study discussed
above, but calculated that their resultswould have been closely
similar to that sky wave analysis had they made the same
assumptions for PL.C source power.

A Swiss analysis [ref. 13] concluded that “the present natural
noise levelsin electromagnetically quiet areas will not change
significantly with ... deployment of ...(access PLC) if the
maximum psd (power spectral density) per cell ... is below
-40dBm/Hz". This figure was based upon measurements of
the magnetic field near to a buried low-voltage distribution
network carrying PLT signals at a rather higher level. An
antenna model was then chosen to match this magnetic field,
and its radiation used as input for a proprietary computer
program developed for military HF radio system design
purposes. Thiswasthen used to compute the disturbancefield
strength produced by unwanted emissions of PLC userslocated
in distances ranging up to a few thousand kilometres from a
victim receiver. The input to this program was based on 0.35
access PLC cells’lkm? averaged across the whole of Germany,
each energised for only onetenth of thetimeto allow for typical
power control and traffic levels. Plots of the resulting field
strength covered avariety of ionospheric situations, and it was
by inspecting these that it was determined that the source power
would have to be reduced to -40dBm/Hz (100nW/Hz) to
achieve the desired result. Thisfigure is equivalent to 0dBm
in 10KHz bandwidth — the same figure as used for skywave

emission in the York study discussed above.

Surprisingly thisanalysisdid not consider the additional world-
wideinterference that might reach remote areas from countries
other than Germany. It was the first to recognise that PLC
sources might not be emitting at their maximum level all the
time — an important truth. It has been criticised in ref. 10 for
the obscurity of its ionospheric calculation and summation.

Theauthors specifically excluded indoor PLC from their scope,
presumably because anindoor power circuit would radiate much
more than a buried access cable. If however we ignore this
factor we can compare the authors case with BTVision in the
UK today as follows:

UK/Germany = (relative % “on” time) x (rel. culprits/km?) x
(rel. power in NW/H2z)
=100/10 x 1.24/0.35 x 0.4/100 = 1/7 or —17dB.

However, bearing in mind the issue of increased indoor cable
emission, the UK must now be near the limit determined by
this Swiss author.

Radio astronomy

A Japanese contribution [ref.15] calculated that because of the
extreme averaging time applied to space signalsasingle access
PLC installation (launching -50dBm/Hz and assuming
-20dBi antenna gain) would need to be at least 424 km distant
to avoid disturbanceto any of the country’sfour radio astronomy
laboratories. These establishments investigate HF emissions
from the Sun, Jupiter and other large gaseous planets. The
solar studies are essential for the prediction of ionospheric
disturbancesthat may have a serious effect upon communication
and power distribution here on earth. The sensitivity of all
such measurements in the HF radio band is limited by the
laboratory’s radio noise environment.

The contribution assumed free space propagation; presumably
it wasfelt that a more sophisticated approach was unnecessary
giventherevealed magnitude of the problem. The424kmfigure
underlines the fact that a single PLC system emits an
interference power equal to many thousands of ClSPR22-
conformant products — and has correspondingly greater long-
distance effects. This can be seen as an indication of the
inevitable international implications of PLC emissions.

The assumed —-50dBm/Hz per installation has to be compared
with the 2009 UK figure of -64dBm/Hz per installation.
Accordingly agroup of just 25 installations of BTVision should
produce the same calculated trouble distance as has been
determined by these authors.

A Military View

Ref. 26 isthefinal report of aNATO task force that considered
theimpact of ADSL and PL C upon COMINT - Communications
and Intelligence. Its 101 references include the most
comprehensive bibliography of PLC. Original work includes
consideration of ground reflection (which appears to have a
substantial effect upon measurements within 200 yards of the
PLC site). A further comment is that measurement of CMRR/
LCL at theinjection point may not be representative with respect
to radiation since impedance mismatches can cause large
variations in common-mode current along the line — a factor
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disputed in PLT standardisation work.

On the basis of the hibliography different assumptions were
made for Indoor and access PLC;

d/m modem |mains modem duty
power antenna gain| cycle
Indoor -50dBm/Hz -30dBi 30%
Overhead -50dBm/Hz -15dBi 15%
Access
Buried Access|-50dBm/Hz -30dBi 15%

Market growth figures from Germany in 2006 suggested that
Indoor PLT was the greatest contributor to interference
emission. Futureemission from thissourceaonewasmodelled
using the above assumptions and the rather extreme prediction
of 0.5 modems per capita—amarket presence some 20dB higher
than the contemporary situation. Today we can postulate a
contribution from “Smart Grid” that would make the NATO
prediction a modest one.

The calculation method and an example of the resultsis set out
in the box “The NATO sky wave analysis’.

It was noted that the ITU-R noise levels were median values
and might not be acceptable metrics for NATO purposes. An
Absolute Protection Requirement of —15dBuV/min 9kHz was
postulated with the comment that the probability of this being
exceeded waslargefor all thefrequenciesand receiver locations
investigated.

Conclusions included;

* There is a high probability that PLT will cause increased
noise levels at sensitive receiver sites given the projected
market penetration.

*  NATO should seek to support harmonised regul atory limits
by working with national and international authorities.

Summary of the above prior work

Each of these documents state that there is, or soon will be, a
problem. Each of them has been ignored by the Standards
makers and the regulatory authorities. Each of them has been
ignored by the designers, manufacturers and marketeersof PLC
equipment.

6) Uncertaintiesin calculations

In the following analysis we expand the path from culprit to
victim that was identified earlier. It is necessary to start with
the summation process, in which large numbers of unwanted
signals arrive at a receiver. We can assume that they are
independent of each other, though they may share some subtle
characteristics (such as being of reduced power in notched
bands). The correct parameter to add is therefore the received
power from each individual source. Thisis awkward, because
power israrely measured directly in EMC practice: Itisinferred
from voltage whilst making assumptions about bandwidth,
waveform and time-profile. EMC measuring receiversgenerally
measure average, quasi-peak, or peak voltage. Very recent
measurements of thereal launch power from a PLC modem on
Standby (to be described in section 8)) gave an answer well
above that which would be calculated from the average
conducted voltage and only 10dB below that corresponding to
the quasi-peak figure.
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The NATO Sky Wave analysis

Analysis was restricted to Sky Wave propagation. This was
treated thoroughly — not just by picking afew key areasasin
the other work reviewed. Theauthorsdevel oped aCumulative
PLT Tool as a front-end for the IONCAP ionospheric
propagation tool. For each chosen victim site their CPLT
tool accepted datafor population per “square” of 0.25° x 0.25°
within a grid of latitude and longitude co-ordinates over an
appropriate region of the globe. IONCAP wasthen called for
each transmitter “square” and thereceived powersat thevictim
were summed by CPLT.

The results for one European site are presented herein figure 6.
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Figure 6 Predicted cumulative PLT noise parameters for
example with receiver in Augsburg, compared to established
background noise levels.

The original version of this material was published by the
Research and Technology Organization, North Atlantic Treaty
Organization (RTO/NATO) in Technical Report, RTO-TR-1ST-050
- “HF Interference, Procedures and Tools”, in June 2007. See
ref. [26]

The columns of partially-overlapping blue dots represent the
predicted summation of PLC noise at Augsburg by sky-wave
only, excluding the larger contribution to be expected by
ground wave. The source area covered Europe, N Africa, the
middle east and part of Russia. Within this area radiated
interference power was cal cul ated from an estimated emission
per capita of -98.2dBm/Hz . This figure was based upon a
substantial market penetration of Homeplug devices only.
Each blue dot represents a particular assumption about
reception frequency, time of day and season, sunspot number
and geomagnetic activity.

Therewill berelatively few different designs and protocolsfor
PLC devices, so the statistical benefits of averaging will not
remove systematic errors in source power measurement.

The variation of interference power with data rate is also
important. In this respect Williams [ref. 9] has shown that at
least one implementation of the UPA standard is very
unsatisfactory. Some of the work described earlier assumed
that the effective culprit power would be that specified for the



technology. That by Widmer [ref. 13] assumed that it would
be one-tenth of this. Accordingly we have to be aware of the
assumptions made in previous work when transposing their
results to present and future situations.

The propagation of radio waves has been well-studied asitisa
vital factor for planning radio systems, and most authors have
followed the ITU guidelines. Propagation is affected by
absorption by theterrain. UK authors[refs. 4, 10, 11] assumed
“wet ground” (conductivity 102 S/m) whereasref. 12 assumed
that Germany was*land” (conductivity 3x 10° S/m). At 3aMHz
and 100km the latter resultsin 7dB lower field strength, so the
assumption is of some importance.

The ITU data of course assumes deliberate transmission from
an antenna intentionally raised above the surrounding terrain.
Whilstinstallationsin atower block will belikethis, most PLC
will be at or near ground level. In this situation we have to
consider the possibility of extra attenuation beyond the “one-
hundredth power (-20dB) at ten timesdistance” theoretical rule.

In Ref.4 Stott reported measurements in the UK by the
electricity distributor Norweb of 25dB, but it is not specified
over what distancesthisfigure applied. Recent attemptsin the
USA to table a figure of 40dB have lead to a comprehensive
rebuttal by theARRL [ref 16]. A recent Canadian study [ref.17]
claims statistical confidence in an 18.2dB figure — but only by
extrapolation from measurements at 3m and 10m. Both these
figures are questionabl e because they do not take proper account
of “near field” effects. The near field isthe region close to an
antenna where the amplitude and phase relationship between
the el ectric and magnetic fieldsis not properly established, and
so thereis an ebb and flow of energy between the antenna and
its surroundings, and simple maths does not apply. For ahalf-
wave dipole the near field ends at a distance from the antenna
approximately equal to A/(2*r) — that is one sixth of a
wavelength or 1.6 metres at 30MHz. However, for complex
antennas such as the multiplicity of cablesin an indoor mains
network, both theory and modelling by the present writer
[ref.19] has shown that far field conditions are only established
at a greater distance where the contributions of the various
antenna elements approach the phase relationships that they
would have at infinity. This“Rayleigh Distance” is given by
2*D? /X whereD isthelargest dimension of the antennaaperture,
and is equal to 13 metres at 30MHz. So PLC emission
measurements at 10 metres or lesswill be of poor repeatability
and give limited indication of the far-field effect. However,
for cumulative effects, the averaging will substantially reduce
the impact of such errors. The NATO report [ref. 26] provides
data and analysis of this near-field problem. It is concluded
that a universal model is not possible and that it is best to use
the measurement results obtained by the referenced groups.
Theseresults depend on frequency and distance and range from
10 to 40 dB per ten times distance.

The NATO authors have also modelled the effect of ground
reflections; - afactor ignored by other writers but well known
to EMC test engineers.

All cumulative assessments must make assumptions about the
culprit population size and usage. EMC Standards do not
explicitly consider these factors — but because of cumulative
effects such consideration is vitally important for exceptional
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mass-market products. For access PL C market penetration may
yet become 100% if the technology is adopted for smart
metering. For in-house population size we are reliant on
marketeer’s numbers. The various studies reported above
assumed 15% to 100% usage. For in-house PLC 100% usage
factor isalready commonpl ace because of poor protocol design
[ref. 9].

Calculation errors relating to the mains as an antenna and to
propagation will be minimised by averaging across the large
population—but this does open up the possihilities of “hot spots”
of more serious trouble such as were encountered following
estimates of the average level of radioactive fall-out from the
atom bomb tests of the 1950s [ref. 20].

All these studies make assumptions about culprit population
that are as-yet unfulfilled. If allowance is made for differing
assumptions they all agree substantially. However thereisno
reason for complacency. Whatever population thereis, we can
safely assume that in the developed world it isgrowing at 25%
pa (15% sales and new product introductions, 10% increasing
data throughput ) which equates to 1dB/annum increase in
cumulative interference. If the calculated figures are a 10dB
overstatement this only delays the rise of spectrum pollution
by 10 years. For access PL C and for smart metering the ultimate
market sizeis equal to the number of electricity meters!

7) Sowhy has nobody noticed - YET?

The measurement of one noise sourcein the presence of others
is only possible if one can identify some unique non-noise
characteristic. For example, man-made noise from business
activitiesis amost completely turned off on Christmas day, so
the reduction of background noise then compared with that on
a normal business day gives a useful measure of business
emission. Again, under certain ionospheric conditions distant
sources of noise are absent and so their normal magnitude may
be estimated by the effect of their absence.

PL C data transmissions are designed to be noise-like because
that maximises the communication efficiency. So far no one
has published any method of identification applicable to HF-
PLC, other than switching it off —whichishardly possiblewhen
cumulative effects of multiple sources are involved.
Nevertheless, there are some characteristics that might help
identification;-

a) Most PLC systems are notched to minimise interferenceto
amateur radio. Accordingly a comparison of noise
measurements inside and outside of each amateur band
should help. There appear to be ten notched band edges
for HF-PL C that could be measured and the results averaged.

b) Where a single transmission format is predominant, as is

currently the situation in the UK, it may be possible to

identify some more detailed structure. The UPA
specification [Ref. 21] specifies sub-carriers spaced at
156.25KHz +100ppm. In Ref.22 Bigwood shows an
instantaneous spectral plot of some of these sub-carriers.

Thisreveasregionsof 10dB lower emission between them.

However these regions disappear in atime-averaged plot.

¢) A single installation using the UPA protocol may be

identified by the 1.3KHz tone demodulated by an am
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receiver. However, this tone is not locked to mains
frequency. It will be of unpredictable phase and so not
detectable in a cumulative situation.

Further work is needed to evaluate these methods of source
identification.

To plan ademonstration the situation offering the highest PL C/
background ratio must be chosen. One aspect of this choiceis
the behaviour of the ionosphere at different times of day. At
frequencies below afew MHz we may ook for a minimum of
sky wave interference at about noon, because the “D” layer,
which is predominately an absorber, will then be at itsthickest.
At higher frequenciesthe maximum useablefrequency (“MUF")
isthe controlling factor and night time may be the best choice
for ground-wave measurement.

8) Today’sworst case spelt out

Given the complexity of the models used previously and the
greater detail that is now available about the culprits it is
worthwhile to review what appears to be today’s worst-case
scenario. Thisistherisein HF noiselevel that might interfere
with communi cationsto an aircraft overflying London, England.

In Ref. 3 it was noted that in March 2009 there were about
300,000 active BTVision installations using Comtrend Power
LineAdaptorsinthe UK, and that from UK population statistics
we can expect 300,000 x 7.513/60 = 38,000 of these to bein
the greater London area. This equates to 24 installations per
km2. These modems employ the UPA protocol [ref. 21] which
results in the very unfortunate feature of emitting as much
interference when idle as when carrying data.  The protocol
designers clearly did not appreciate the EMC responsibilities
of the writers of communications software. Inref. 9 Williams
stated that the quasi-peak level in 9KHz bandwidth on each
wire of such an adaptor is about 90dBuV. (We may ignorethe
0.41dB correction between 9KHz and 10KHz bandwidth.) As
discussed in the previous section, the rms voltage is the
appropriate parameter for the necessary power summation. This
isdifficult to determinefor PLC because of the high crest factor
and wide bandwidth, but two independent tests of Comtrend
modems have recently given values of 80+1dBuV rms on
standby, and we have one measurement of a 2dB increase in
rms voltage when active.

Accordingly we can assume a power output equivalent to
80dBuV on each wire, which translates into a two-wire power
of -24dBmW total, or 4uW. For some comparisonsit is useful
to trandate this into 0.4nW/Hz or -64dBm/Hz by subtracting
40dB to correct for the reduced bandwidth. Given the limited
database on mains antenna gain we have to accept a typical
PLC far-field antenna gain figure of —22dB, (that is a power
reduction of 1/158) and limit consideration to the frequency
range of 10 to 30MHz because of the uncertain antenna
efficiency at lower frequencies. Therefore the radiated power
density across the greater London areais estimated to be 24 x
4 x 1/158 = 0.6uW/kmz, or —32.3dBm/km2.

Echoing the approach used by York [refs 10, 11], it follows
that the total radiated power from BTVision installations in
Greater London in May 2009 was about 38,000 x 4x10"-6 x 1/
158 x 10"3 = 0.96mW (0dBmW) measured in any 9kHz
bandwidth within the adaptor’s spectral emission range of 10
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to 28MHz excluding the notches. The field strength/distance
curvesof figure 1 wereplotted for 100mw (20dBmW) radiated
transmitter power: With Greater London as the source the
plotted lines need to be corrected for today’s worst case by
lowering by 20dB. Figure5 showstheeffect of thisadjustment.
On the ground, the interference drops into the rural noise at
about 11km distance even at 3MHz, but in the air, where the
dotted line plot of the pure inverse square law applies, there
appears to be a 20dB excess of PLA interference above likely
other sources.

80
dBuV/m = 3MHz
60 30MHz
S~ - =Free space
S
40 ~
~

20 + —
\ ~
e \
0 \\ b

-20 <
1 10
1mW ERP medium wet ground
Figure5 Field strength resulting from a ImW transmitter. As
in Fig 1 thered background correspondsto a “business’
environment, the orange to “residential”, the green to “ Rural”
and the blueto “quiet rural”
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The ImW EIRP estimate used to prepare this chart is subject
to most of the uncertainties discussed earlier. Maybe these
amount to 10 or 15dB in total. Also the spectrum will befilled
with much stronger wanted signal sthat will make measurement
problematical at most frequencies, but there is a reasonable
chancethat ameasurement at an elevated site or from an aircraft
would be possibletoday —and it will certainly be possiblewithin
the next few years unless something is done to make PL C more
environmentally friendly. Note that the ambitions of Marks
[ref. 28] for BTVision were for 3 million subscribers by 2010.
If this ever becomes a reality it will raise their cumulative
emission by 10dB.

9) Future Prospects

Thereisno doubt that HF radio communication at any distance
- fromwirelessmicetointercontinental broadcasting - will suffer
directly from the continuing marketing of PL C equipment with
today’s emission characteristics. Fixed and dynamic notching
and power management as currently being discussed would help
but not solve thelong-distance problem if they wererigorously
applied, but such rigor isunlikely given the present regulatory
inertia and the steady growth in demand for the transport of
data. It is noteworthy that the global demand for data
transmission bandwidth continuesto grow unabated, according
to aleading optical components manufacturer [ref. 24].

We have to be concerned also about the example set by these
high levels of emission, and the prospect of other products (eg
Wireless power transmission) playing catch-up.

If the installed base of these “greedy” technologies continues
to grow at 25% per annum, which corresponds to 1dB in
engineering terms, then any errors in the cal cul ations made by
the experts referenced in this paper only amount to a delay of
5, or at most 10, years before the situation becomes so serious



that radio interests have to respond. They have few options.

10) Conclusions and Recommendations

There is strong evidence that the wide deployment of high-
speed PLT will seriously impact radio communication. If we
allow this to happen we sacrifice a proven long-distance
universally accessible technology of considerable commercial
and socia importance for what can only be described asashort-
term gain in convenience for local data networks.

There are several things that could be done to minimise this
problem;

First, we must make sure that EMC Standards are preserved
from any relaxation that legitimises environmentally
unacceptable emission. However, thereislittle point in doing
this without a parallel campaign to increase awareness of the
value of these Standards. We need to reverse the trend of the
EU to discount Standards, and instead to encourage national
governmental and quasi-governmental institutions to support
them. It ought to be simple; Standards make peopl€e's jobs
easier and establish a genuine level playing field.

The key area where awareness is needed is the market place.
Today, amost noretail salesliterature or product reviews make
any mention of EMC specification or performance.

I dentification of these noise-like interferersisvery difficult. It
would be much easier if al such sources were required to
embody, and publish, some feature that would be recognisable
for both a single source and an aggregation of similar sources.
This should be a simple matter for the Standards Committees,
but they may claim that it is aregul atory matter and so outside
their jurisdiction. In this case, who can make it happen?

The“polluter pays’ principle ought to apply to electromagnetic
pollution just as it does to atmospheric pollution by CO,. At
present the victim paysin the short-term by inconvenience and
in the long-term by the loss of development options and by
increased energy cost. “Polluter pays’ could be achieved by a
tax on al products that do not conform to the internationally
adopted EMC Standards.

Of course local interference is already being caused by
individual PLC installations. The case for reduced HS-PLC
emission to avoid these problems involves less extrapolation.
L et us hope that Standards and Regulations will soon be put in
place that will solve both sets of problems. Timeis running out.

9) References

[1] Position Paper of the UK Administration; Commission Joint Workshop
on PLC, Brussels, 16 October 2003. Now withdrawn from the
Commission’s website but available athttp://www.compliance-
club.com/PLT/UK %20PL C%20position%20paper.pdf

[2] Why broadband PLT isbad for EM C; Tim Williams, The EMC Journal,
Issue 80 January 2009, pp25-34
[3] BT Vision; theradiointerferenceiceberg; Richard Marshall, TheEMC

Journal, Issue 83 July 2009 pp22-24

[4] Protection of sensitive receiving sites, Jonathan Stott, Paper for RA
working Group on HF mains signalling, 21/19/1999
http://www.bbc.co.uk/rd/pubs/papers/index-spectrum.shtml

[5] Measured Antenna Gain Characteristicsof L ow Voltage Distribution
Networks with respect to Skywave Radiation, CEPT/ERC PT SE 35
Meeting at Mainz, 19-20/9/2000 document SE35(00)54.

[6] History of Wireless, Tapan Sakar et al., Wiley-Interscience, 2006. |SBN
0-471-71814-9

[7] I'mpact of NB30 proposal for PLC on HF; CEPT/ERC PT SE 35
Meeting at Mainz, 15-180/4/2002 document SE35(02)10.

[8] Joint HFCC/ASBU/ABU-HF operational schedule for the current
broadcasting season.

Private communication, Geoff Spells, 12th January 2010

[9] RF Emissions of Powerline Ethernet adaptors, Tim Williams, The
EMC Journal, Issue 82 May 2009 pp15-18

[10]Cumulative Effect of Radiated Emissions from Metallic Data
Distribution Systemson Radio Based Services, D W Welsh, | D Flintoft,
A D Papatsoris. A report for the Radiocommunications Agency by York
EMC Services Ltd, University of York
Document number R/00/026, Project number 1191.
http://www.of com.org.uk/stati c/archive/ra/topi cs/research/topi cs/emc/
ay3525/r00026.pdf

[11]Investigation of the likely increase in established radio noise floor
due to widespread deployment of PLT, ADSL and VDSL broadband
access technologies, D W Welsh, EMC Zurich Symposium, March 2001

[12]Modelling of the far field radiation of widespread power line
communication applications, FWeinmann & K Dostert, Paper 16D2,
EMC Zurich Symposium, February 2003

[13]On the global EMC aspect of broadband PLC using the HF band,
Hanspeter Widmer, Zurich International Seminar on Broadband
Communications February 2000, ppl79-184.

[14]Cumulative effects of distributed interferers, Jonathan Stott, BBC
R&D WHP 004. http://www.bbc.co.uk/rd/pubs/whp/index.shtml

[15]Sharing Studies between the Radio Astronomy Telscopes and the
Power Line Communication Systems in the HF region, Ohishi,
Nakajima, and Tokumaru. 7th Int. Symp. on Power Line
Communications, Kyoto, March 26-28 2003,
http://www.ispl c.org/docsearch/Proceedings/2003/pdf/A7-4.pdf

[16]Re: ET Docket No. 03-104 and ET Docket No. 04-37; Broadband
over Power Line Systems; Written Ex Parte Submission of ARRL
http://fjalIfoss.fcc.gov/ecfs/document/view?id=7020357803.

[17]M easurements of EM radiation from in-house powerline
telecommunication (PLT) devices operating in a residential
environment. Gilles Gagnon et a., Communications Research Centre
of Canada, March 24th 2009, http://fjallfoss.fcc.gov/ecfs/document/
view?id=7020358568

[18]Impact of powerline telecommunication systems on
radiocommunication systems operating in theLF, MF, HF and VHF
bands below 80MHz; draft report ITU-R SM.[PLT] Document 1/67-E
23rd September 2009-12-20

[19]Distortion of the Interferencefield near cablescarrying PLC signals,
R. C. Marshdl, IET 7th Int. Conf. on Computation in Electromagnetics
CEM2008, 7-10 April 2008, Brighton, UK

[20]Green Intelligence, John Wargo, Yale University Press, 2009. ISBN
978-0-300-11037-1

[21]Opera Specification Part 1. http://www.upaplc.org/
download_file.asp?file=/currentspecifications/
opera_specification_part_1_technology v1.01.pdf& pid=19

[22]Analysis of Comtrend PLA devicesin the HF spectrum, P Bigwood,
to be published in RADCOM.

[23]Nature of power linemedium and design aspectsfor broadband PLC
system. Weilin Liu; Widmer, H.-P.; Aldis, J.; Kaltenschnee, T.,
Broadband Communications, 2000. Proceedings. 2000 International
Zurich Seminar 2000. Page(s):185 — 189

[24] Bandwidth demandscontinueto grow despiterecession. 20 January 2010,
http://email.ietinfo.org/c/14J6DHU1iCLAnwhHO
Demand for bandwidth continues to grow unabated, according to a
leading optical components manufacturer.

[25]Final Report on a Study toInvestigate PLT Radiation, RV Womersley,
R D Simmons, CV Tournadre. Radiocommunications Agency project
AY 3062, November 1998.
http://www.of com.org.uk/stati c/archive/ra/topi cs/research/topi cs/emc/
plt/report.doc

[26]HF Interference, Procedures and Tools, RTO Technical Report TR-
| ST-050 http://ftp.rta.nato.int/public//PubFul I Text/RTO/TR/RTO-TR-
| ST-050/$$TR-I1ST-050-AL L .pdf

[27]UK Technical Working Group (TWG) on Compatibility Between
Radio Services and VDSL + PLT Systems Using Carriers between
1.6 and 30 MHz
http://www.of com.org.uk/static/archive/ra/topics/interference/
documents/twg-finalreport.pdf

[28]Frugrated Marks quits BT Vision, Daily Telegraph, 10th June 2009, p B1.

Richard Marshall, Richard Marshall Ltd., Tel: +44 (0)1582 460815,
Email:richard.marshall @ ee.org

The EMC Journal March 2010



